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41. Blockchain Mechanism: solve collisions of blockchain

• Far distant nodes find the nonce value at almost the same time, add each new
block to the last block P, propagate to neighbor nodes

source : https://homoefficio.github.io



51. Blockchain Mechanism: solve collisions of blockchain

• Nodes that received the green block first ignore the red block propagated, and 
vice versa

Source : https://homoefficio.github.io



61. Blockchain Mechanism: solve collisions of blockchain

• The nonce value is obtained from the node which inherits the green block of the
intermediate point and propagates the purple block

Source : https://homoefficio.github.io



71. Blockchain Mechanism: solve collisions of blockchain

• If a branch occurs at a node that has formed a red block, it is replaced with a
longer green-purple block chain

Source : https://homoefficio.github.io



81. Blockchain Mechanism: Consensus Algorithm

• Proof-of-Work (PoW) : Bitcoin, Ethereum, Litecoin
o Pros: Very secure
o Cons: Slow throughput, expensive computations

• Proof-of-Stake (PoS) : Dash, Stratis, NAV Coin, Peercoin, Decred, Nxt, Nova Coin
o Pros: Attacks more expensive, energy efficient
o Cons: Prone to centralisation

• Delegated Proof-of-Stake (DPoS)  : Steemit, BitShares, EOS, Lisk, Ark, BitShares, Ethereum Casper, Tendermint, Slasher
o Pros: Cheap transactions, scalable, energy efficient
o Cons: Partially centralized

• Proof-of-Authority (PoA)  : POA Network, Ethereum Kovan/Rinkeby testnet
o Pros: Simple, Cost efficient, High throughput, scalable
o Cons: Centralized

• Byzantine Fault Tolerance (BFT)  : Hyperledger, NEO, Stellar, Ripple, Dispatch
o Pros: High throughput, Transaction finality, Cost efficient, scalable
o Cons: Centralized, Semi-trusted
o Variantes: Practical Byzantine Fault Tolerance (PBFT)  : Hyperledger, Federated Byzantine Agreement (FBA) : Stellar, Ripple, Delegated Byzantine Fault 

Tolerance (dBFT)

https://hackernoon.com/a-hitchhikers-guide-to-consensus-algorithms-d81aae3eb0e3



91. Blockchain Mechanism: Consensus Algorithms

• In the case of bitcoin, proof-of-work algorithm is used. In the case of Etherium, proof-of-
work(PoW) and proof of stake(PoS) algorithm are tested in hybrid form from August, 2017. Going
forward, the Etherium aims to convert to POS

• Proof of Work (PoW)
- In the blockchain, the most commonly used consensus algorithm is to compute the nonce value by

hashing the hash value of the specific difficulty using computational power and verify the nonce value.

• Proof of Stake (PoS)
- Algorithm developed to solve the problem of waste of computing power of PoW is to distribute authority

based on assets possessed by nodes and to obtain agreement and distribute compensation

• There are various algorithms such as Proof of Elapsed Time (PoET)



101. Blockchain Mechanism: Consensus Algorithms

 Private Blockchain uses PBFT and PAXOS algorithms in general, and Quorum, 
which is a representative project of Enterprise Ethereum, adopts Raft algorithm.

 PAXOS
o Selecting Leaders with the most common consensus algorithm and agreeing with

majority consent

 Practical Byzantine Fault Tolerance (PBFT)
- It is widely used in the private block chain because of the consensus derived from the three-step

protocol that adopted the voting mechanism as a consensus algorithm designed to solve the Byzantine
general problem

• Raft
- Complemented PAXOS, which simplifies the process by electing the leader through voting and random

timeout



111. Blockchain Mechanism: Uncertainty of PoW Finality

• PoW judges that the long chain is correct when the blockchain branches

• If a short chain is discarded, it can happen that there is no transaction.

• In order to prevent such a phenomenon in the case of bitcoin, it is restricted such that it
waits for 6 blocks even if the transaction is confirmed.



121. Blockchain Mechanism: Limitation of PoW Performance

• It is not possible to eliminate the spreading time to the blockchain network
sharing a single information in a P2P network

• It requires time to set the consensus because it guarantees the reliability of 
information through consensus among several nodes.

• Therefore, it is difficult to raise performance (response time and throughput)

• It takes about 10 minutes to generate the block, so real-time property is not 
guaranteed



131. Blockchain Mechanism: PoS (Proof of Stake)

• Unlike the previous PoW, it is called the proof of stake. It generates blocks based on the
participant's coin share, not the computer's hash power.

• If participants‘ stake is larger, the share of the coin will be more.

Source : https://brunch.co.kr/@banksalad/313

More power, 
the more authority



141. Blockchain Mechanism: Delegated Proof of Stake(DPoS)

• Delegation It may be called proof of stake and delegating authority to allow PoS
only for specific persons (entities)

• Becoming a representative by delegating authority to an elected parent node as 
a result of voting on nodes in the network

• Allocates revenue with delegated representative



151. Blockchain Mechanism: DPoS

• In the case of PoS, it takes a long time for all nodes that have a certain stake to be granted block
generation rights

• In the case of DPoS, the time and cost of consensus are reduced due to the relatively small
number of nodes designated as the voting result

Source : https://brunch.co.kr/@mobiinside/1163



161. Blockchain Mechanism: DPoS Block Representives

 EOS : 21
 BitShares : 101
 Steemit : 21
 Lisk : 101
 Ark : 51

https://medium.com/loom-network/understanding-blockchain-fundamentals-part-3-delegated-proof-of-stake-
b385a6b92ef
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18Two Generals’Problem

Both generals A and B must attack the enemy at the same time, and the enemy can be captured.
Both generals have enemy units in between, and consensus messages can only arrive if they pass an 

enemy
Case that A sends an attack time agreement message to B
Also, it is not possible to confirm whether the message of A was modulated by the enemy

Case that B responds to A
 It is not possible to agree between A and B
It is not possible to agree between A and B

Sends an attack time consent message to 



19Byzantine Empire

Page 19
Src: https://www.slideshare.net/YongRaeJo/pbft-86070872



20BGP (Byzantine Generals Problem)

..
Paper 

 "The Byzantine Generals Problem“, Lamport, L.; Shostak, R.; Pease, M. 
(1982). ACM Transactions on Programming Languages and Systems



21BGP (Byzantine Generals Problem)

Study how to agree when there is a malicious general (Byzantine) among
the generals



22PBFT (Practical Byzantine Fault Tolerance)

Paper 

 "Practical Byzantine Fault Tolerance and Proactive Recovery“, Castro, M.; Liskov, B. (2002). ACM 
Transactions on Computer Systems.

N = 3f + 1 

 N = Number of All Network nodes

 f = Number of Byzantine nodes



23BFT (Byzantine Fault Tolerance)

Terminology

Byzantine Fault: System failures, or malfunctions caused by malicious attacks

Byzantine Failure: the network service interrupted by Byzantine Fault
BFT Nodes: The number of Byzantine nodes that a distributed network can operate

normally



24Why N = 3f + 1?

• N = 2f + 1, f = 1 ? 

N1

N2N3

Client

bool(x)



25Why N = 3f + 1?

• N = 2f + 1, f = 1 ? 
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N2system error!
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26Why N = 3f + 1?

• N = 2f + 1, f = 1 ? 
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27Why N = 3f + 1?

• N = 3f + 1, f = 1 ? 

N1
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28Why N = 3f + 1?

• N = 3f + 1, f = 1 ? 

N1

ByzantineN4

Client

bool(x)
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true



29PBFT(Practical Byzantine Fault Tolerance)

• A Practical Protocol to Solve the Byzantine General Problem
o The Byzantine General Problem: Assuming the general can do malicious acts
o A protocol that allows the entire system to operate reliably in spite of simple malfunctioning

nodes as well as malicious nodes

• The most representative protocol that can be used practically among BFT series
protocols

• There is a primary node in the replica that serves as a decision-making leader, 
and commands are executed sequentially under the control of the primary node.

• If the primary node is malfunctioning or behaves maliciously, change the primary
node through a process called 'view change'



30PBFT(Practical Byzantine Fault Tolerance)

The client sends a request to the primary node
The primary node propagates the request to the backup nodes and performs the consensus process.
When the consensus process is completed, the primary node and the backup nodes send a completion 
message to the client
If the client receives f + 1 or more identical replies from the backup node, then the client is sure that the
request is reflected correctly

PBFT in rough

Verification of Integrity Consensus Attack



31PBFT(Practical Byzantine Fault Tolerance)

The Client requests the Primary node to work
(REQUEST, o, t, c)s_c

 REQUEST: Request Phase 

 t: Timestamp

 c: Client ID

 s_c: ClientSignature 

Request



32PBFT(Practical Byzantine Fault Tolerance)

When Primary receives a valid request, it generates the following message and sends it to the backup
node
 Backup node: All nodes except Primary and Clien
 ((PRE-PREPARE,v,n,d)s_p, m)

 PRE-PREPARE: Vrification-of-Integrity Phase

 v: view number (you can see who is currently the primary node)

 n: sequence number

 d: m의 message digest

 s_p: Primary node signature

 M: message sent by client

Pre-prepare



33PBFT(Practical Byzantine Fault Tolerance)

Backup node generates the following message and sends it to all nodes
 ((PREPARE,v,n,d, i)s_i)

 PREPARE: Consensus Phase

 i: Message sending node i

 s_i: signature of node i

 The node received 2f+1(including itself) pre-preparedmessages became prepared(m,v,n,i) state

Prepare



34PBFT(Practical Byzantine Fault Tolerance)

When the backup node confirms that the node in the prepared (m, v, n, i) phase is f + 1 (non-faulty 
nodes), the state became Committed (m, v, n) State
 ((COMMIT,v,n,d, i)s_i)

Commit

 v: view number(current Primary 
node can be known)

 n: sequence number

 m: message the cliend sent

 d: message digest

 i: Message sending node I

 s_i: Signature of node i



35PBFT: Reply

• When the client receives f + 1 or more identical responses from backup and 
primary, it verifies that the request is complete



36PBFT : Conclusion

Provides an algorithm for voting between nodes

High latency through each phase

Significant Traffic Generation

Conclusion: an algorithm suitable for a network composed of small nodes

1zJTlXJ6qN1zJTlXJ6qN
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402. Blockchain Platform : Characteristics in each Generation 

• 1st Generation (2009~2014) - Bitcoin
o Virtual Currency
o Asset Transaction

• 2nd Generation (2015~Current) – Ethereum, Hyperledger
o Smart Contract (Business Automation)
o Decentralized Application

• 3rd Generation (on going) – Various Platforms
o Scalability
o Interoperability
o IoT support



412. Blockchain : CoinMarketCap (Top 10 coins)

https://coinmarketcap.com/@May 9, 2019



422. Blockchain: Coin360 Classification



432. Blockchain Platform: CoinMarketCap (all) 



442. Blockchain Platform : Coin Market



452. Blockchain Platform : Value of Total Coint Market



462. Blockchain Platform : Value of Total Coint Market(except bitcoin)



472. Blockchain Platform: Energy Comsumption of PoW



482. Blockchain Platform: Energy Comsumption of PoW



492. Blockchain Platform : BTC Hashrate Distribution



502. Blockchain Platform: : 50+ Blockchain

Government
Waste Management
Indentification
Healthcare
Enterpise
Medical
Music
Carbon Offsets
Supply Chains
Diamonds
Real Estate
Fishing Industry
Fine Art
Public Utilities
Tourism
National Securit
Taxation
LGBT Rights

Mobile Payments
Land Registry
Gaming
Energy Distribution
Railways
Oil Industry
Smart Cities
Journalism
Advertising
Endangered 
Species Protection
Insurance
Computation 

https://medium.com/@matteozago/50-examples-of-how-blockchains-are-taking-over-the-world-4276bf488a4b



Public and Private Blockchain 51



52Public vs Private Blockchain

Public blockchain Private blockchain

Accesibility Any Permissioned

Speed Slow(7~20 TPS) Fast(1000 TPS +)

Identity Anonymous node Known node

Fee Necessity Not need, a little

Hard Fork possible Impossible

Upgrade difficult easy

Decentralization high low

Consensus Algorithm PoW, PoS, DPoS 등 BFT 계열

Cryptocurrency Bitcoin,Ethereum, etc Ripple, Fabric, ICON



53Public vs Private Blockchain

Source : http://s-springnote.tistory.com/4

ScalabilityOpenness

Transaction
Cost

Speed



54Public vs Private Blockchain

• Mutual anonymityType Classification Characteristics Architecture

Public Blockchain • First Block Chain Use Case
• Disclosed and operated to all over the Internet
• Anyone can participate in notarization through 

computing power
• Difficult network expansion and slow transaction

Private Blockchain • Private type blockchain
• One entity manages the internal network as a 

blockchain
• Platform service for the development of the 

chain
Consortium Blockchain • Semi-central type block chain

• Only a few pre-selected subjects (N) can 
participate

• Notarized participation through agreed rules 
between the parties

• Easy network expansion and fast transaction 
speed

Public access 
available

Mutual
anonymity

Mutual 
recognition

Permissioned User Access

Mutual 
recognition

Permissioned User Access



55비트코인, 이더리움, 하이퍼레저 비교

bitcoin Ethereum Hyperledger
Type Public Blockchain Public Blockchain Private Blockchain

Participation as a 
node

Anyone Anyone Can only participate in authorized 
nodes through membership service, 
issue certificate based on PKI

Consensus Algorithm PoW PoW -> PoS PBFT/RAFT

Payment 
Completeness

None None Exist

Performance Blockchain block 
generation every 
10minutes

Generate blocks 
approximately every 12 
seconds

Ensures superior performance 
because the agreement is finalized 
upon renewal

Transaction 
stagnation

Transaction information 
is public

Release of Transaction
Information

Release of Transaction
Information/Encryption is selectable

Smart Contract Almost no. Limited use EVM, Ethereum Virtual 
Machine/ Develop member –
Development of Solidity Lang.

Smart contracts can be 
implemented through chain codes. 
Developed with Go and Java체인



56Hyperledger

• A project that was initiated by Linux foundation in December 2015 to advance blockchain
technology

• A collaborative effort by its members to build an open source distributed ledger framework that 
can be used to develop and implement cross-industry blockchain applications and systems

• The key focus is to build and run platforms that support global business transactions. 
• Projects under the Hyperledger umbrella:



57Hyperledger Projects



58Hyperledger Reference Architecture

 A chaincode typically handles business logic agreed to by members of the network, so it may be considered as a “smart contract”. 
State created by a chaincode is scoped exclusively to that chaincode and can’t be accessed directly by another chaincode..
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Some Applications for the Future Networks 
of Blockchain

- Blockcahin-Based Energy Trading -



61Blockcahin-Based Energy Trading 

• Many emerging technologies have been introduced into green industrial systems, e.g., 
o Energy harvesting, 
o Wireless power transfer, and 
o Vehicle-to-grid

• Combined with these technologies, industrial systems develop various efficient and sustainable 
P2P energy trading scenarios

• There are three typical P2P energy trading scenarios for IIoT as following.
o Microgrids
o Energy harvesting networks
o Vehicle-to-grid networks

Z. Li, J. Kang, R. Yu, D. Ye, Q. Deng and Y. Zhang, "Consortium Blockchain for Secure Energy Trading in Industrial Internet of Things," in IEEE 
Transactions on Industrial Informatics, vol. 14, no. 8, pp. 3690-3700, Aug. 2018. doi: 10.1109/TII.2017.2786307



62Blockchain-Enabled Energy Trading for IIoT

Microgrids: Smart buildings with solar
panels or wind generators can form
microgrids, in which the buildings harvest
ambient energy and trade energy with
each other by a P2P manner among the
microgrids.

Energy harvesting networks: Industrial
nodes with energy harvesting ability can
obtain energy from renewable energy,
also charge themselves through a mobile
charger using wireless power transfer by
P2P energy trading.

Vehicle-to-grid networks: Electric
vehicles acted as energy storage devices
perform charging operations at load
valley, and feed their energy back into
the power grid to reduce load peaks.
Vehicles can also sell their energy to
neighboring charging vehicles in a P2P
manner with the help of local
aggregators .

Z. Li, J. Kang, R. Yu, D. Ye, Q. Deng and Y. Zhang, "Consortium Blockchain for Secure Energy Trading in Industrial Internet of Things," in IEEE Transactions on Industrial Informatics, vol. 14, no. 
8, pp. 3690-3700, Aug. 2018. doi: 10.1109/TII.2017.2786307



63Challenges of P2P energy trading

• Although P2P energy trading plays a vital role in IIoT, there are common security and privacy 
challenges for general P2P energy trading scenarios.

o It is insecure for IIoT nodes to carry out large-scale decentralized energy trading in untrusted and 
nontransparent energy markets.

o IIoT nodes with surplus energy may be not willing to participate as energy suppliers due to their 
concerns about privacy. In this case, energy supply and demand are unbalanced among IIoT nodes.

o In P2P energy trading, there is an intermediary to audit and verify transaction record among IIoT nodes.

Z. Li, J. Kang, R. Yu, D. Ye, Q. Deng and Y. Zhang, "Consortium Blockchain for Secure Energy Trading in Industrial Internet of Things," in IEEE 
Transactions on Industrial Informatics, vol. 14, no. 8, pp. 3690-3700, Aug. 2018. doi: 10.1109/TII.2017.2786307



64Overview process

Z. Li, J. Kang, R. Yu, D. Ye, Q. Deng and Y. Zhang, "Consortium Blockchain for Secure Energy Trading in Industrial Internet of Things," in IEEE 
Transactions on Industrial Informatics, vol. 14, no. 8, pp. 3690-3700, Aug. 2018. doi: 10.1109/TII.2017.2786307
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